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Generalidades

- La licencia una vez comprada es vitalicia en la vida util del Gateway

-1 Gateway CLSS puede soportar hasta 10 FCAP’s

- La tabla de registros viene en el manual del Gateway CLSS en |a pagina

44

-Soporta hasta 2 Modbus clientes/masters

- Solo es soportado usando una IP estatica

-En el puerto J4 se puede tener en paralelo la conexion a Internet y la

supervision del cliente Modbus

- Para activar la licencia en el Gateway de CLSS se necesita internet

- Sino se requiere tener monitoreo puede solo trabajar la funcionalidad
Modbus sin tener conexion de internet.

- No tiene visibilidad de valores Analogos, pero si puede reaccionar con
base a los Triggers configurados en el Panel
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Como es Modbus con el Gateway CLSS

Ahora Modbus sera una herramienta que sera funcional a través del Gateway de CLSS esto nos
ayudara a unificar todas las soluciones en una tarjeta

Que y donde debo comprar

éQue necesito para tener Modbus a través del Gateway CLSS?

HON-CGW-MBB—Gateway

50160636-001- Cerradura y cable NUP-NUP

MODBUS-CGW —activacion modbus para Gateway

250 Tokens (Branch)--si sera para un cliente tuyo que requiera monitoreo también o
simplemente para tener ya formada la estructura * opcional
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é¢Una vez comprado como obtengo mi activacion?

Una vez adquiridos los numeros de parte 2 de ellos son virtuales

MODBUS-CGW —activacion modbus para Gateway
250 Tokens (Branch)--si sera para un cliente tuyo que requiera monitoreo también o
simplemente para tener ya formada la estructura * opcional

Estos deberan ser cargados por customer service en su portal principal o en algun branch
previamente solicitad
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Una vez cargado el item virtual lo encontraras en tu portal en la parte de
Manage acces/ Features/Gateway/available subscriptions

Manage Access

View and manage your Subscriptions and Features..

Subscriptions Features

Panel Available Subscriptions  Usage History  Renewal

Workstation NAME AVAILABLE FEATURES
Modbus Service 1

Gateway

BACnet Service 0
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Como y donde activo mi funcionalidad Modbus

Una vez teniendo la activacion disponible en su portal, hay 2 caminos por tomar;

1.-crear un cliente en mi portal

2.- crear un cliente en el portal del Branch

El cliente debe existir ya que la activacion Modbus necesita tener antes un Gateway Activo, es
decir instalado como si fuese a ser para monitoreo solo para hacer la activacion.

Honeywell | Connected Life Safety Services Honeywell LARN | A | @) ® Jona
EE Customer & Employee Management
Manage your Customers and Employees
E My Customers [ EXPORT f_ta‘ ADD NEW CUSTOMER Modbus| n
,-ﬁﬁu My Employees NAME CUSTOMER ADDRESS
I

Modbus Cliente 1 V. Dr. Salvador Nava Martinez 3125,5an Luis Potosi, 78260 o
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Una vez creado el cliente, como se comento antes debemos hacer la instalacion del Gateway y

asociarlo al cliente como la instalacion normal de un Gateway ( ver documento de alta de

Gateway) para esto usaremos la aplicacion celular CLSS E]]
8]

=)

Siempre hay que verificar que el Firmware de nuestro Gateway CLSS esta en la ultima version asi
como nuestro panel en la version 27 en adelante

oo
oo

Settings

= B O
o
.

® OC: 19241cal0c69

(4

Q&

® OC: «0f1a3506937

Q=

® OC: 57825265807

Q &

' ® OC:c2bbTd3alTed
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Instalando la funcionalidad Modbus en mi Gateway
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En la app de CLSS

o TELCEL =

Good Afternoon Jona!
What would you like to do today?

Install Fixed Gateway

Perform Test and Inspect

Perform Feature Activation

Install Dialer Capture

Don't show this again.

Una vez instalado el Gateway en un cliente del portal, debemos
seguir los siguientes pasos para ligar la activacion al Gateway

En |la app de CLSS En |la app de CLSS

o/ TELCEL ¥ 13:52 o | TELCEL ¥ 13:52

& Feature Activation &« Gateway Activation

Select the device type for which you want to perform SAC Seguridad

feature activation . s oo
1 Sites | 2 Buildings

Securitas URUGUAY
1 Sites | 1 Buildings

Securitas_Colombia
1 Sites | 2 Buildings

Fixed Gateways

Workstations

system_demo
1 Sites | 1 Buildings

TDS Chile
1 Sites | 1 Buildings

Tek Chile
3 Sites | 3 Buildings

Telis
1 Sites | 1 Buildings

Terminal 3 Cruces
1 Sites | 2 Buildings

Terranum-MercadoLibre
1 Sites | 1 Buildings

Test Test
2 Sites | 2 Buildings
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En la app de CLSS En la app de CLSS En la app de CLSS

o || TELCEL ¥ 13:52 o TELCEL = 13:52 o TELCEL = EHX]

&« Gateway Activation &« Gateway Activation &« Gateway Activation

. L tem_d tem_d it
Select the site where gateway is installed FYSENECamn S Sysiemocemaisie Customer & Site

system_demo, system_demo site

0O Following are the gateways installed (1) Connected Buildings

system_demo building

system_demo

1 Sites | 1 Buildings ® 0162eb7cf259
. Activations (1) + ADD ACTIVATION

system_demo site

1 Activation 1 Building .
1 Buildings Connected Gateway (Silver) >

25-Jan-2022 25-Jan-2023

CLOSE CLOSE
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En |la app de CLSS

o' TELCEL ¥ L ECHK]

& Gateway Activation

Select the features that you want to activate

One Time Activation A

BAC sk dmrt s
bACLnet service

N AAD s CARIIPA
Modbus Service

Horizon One Time Activation

o H

CANCEL

D Modbus Service @
1 Entitlement Available

En |la app de CLSS

o TELCEL & 13:54 o o TELCEL <

& Gateway Activation

Select the features that you want to activate

One Time Activation A

RACNHhet carvira
bALnet service

Modbus Service

Modbus Service charges
5500 Tokens / Activation

Horizon One Time Activation

!

Monitoring Charges
As agreed with Modbus Service.

OKAY, GOTIT

CANCEL

En la app de CLSS
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En la app de CLSS En la app de CLSS En la app de CLSS

w TELCEL < - o TELCEL =

Activations

Activations

Activation Confirmation

Applying Activations Activation Successfully applied

Stay close to the Gateway durina this process

Stay close to the Gateway during this process
Following are the feature you are
activating on the gateway :

Activations
Modbus Service Mod| Activations Applied Successfully
Modbus Service 1

One Time Activation One :
Permanent

- -
CANCEL CONFIRM
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Configurando mi Gateway CLSS para leer Modbus

Nos referiremos ahora a la seccion 7.17 del manual del Gateway CLSS
donde nos indica como entrar al modo configuracion

7.17 To Configure the Modbus Settings

1. Onthe CLSS Gateway board, find the S6 button.
2. Press the S6 button for a minimum of & seconds and then release it. It will switch the

gateway to configuration mode.
The LED indicator DL3 turns ON and SOLID indicating that the configuration is

enabled.
3. Connect the Ethernet cable to EthO for enabling web configuration.
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Nota: recuerde poner una direccidon de red a su ordenador para

poder conectarse con el Gateway

=§ NOTE: The web configuration is available only on EthO.

4. Open the Configuration Computer connected to the EthO port of the gateway.

Z) NOTE: The static IP of the EthO port is 192.168.10.190.

5. Inthe Chrome browser, enter the following URL:
https://7192.168.10.190:9443/config/index.html

6. Do the following if any security warning is shown. Otherwise, go to step 7.

1. Click the Advanced link below the error message.
2. Agree to proceed.

7. Inthe Gateway Configuration Tool page, enter the password.

~~
Honeywell | Gateway Configuration Tool l

Sign In

Enter your credentials to log in to Gateway
Configuration Tool.

Password:

Enter Password

Forgot Password?

SIGN IN

-

@ Ethernet 2 Properties

Networking  Authentication Sharing
Connect using:
& Intel(R) Ethemet Connection (13) 12

“This connection uses the following items:

B Cliert for Microsoft Networks
B Fie and Printer Sharing for Microg
9305 Packet Scheduier
9 Cisco AnyConnect Network Acce
4. Intemet Protocol Version 4 (TCP.
[] g Microsoft Network Adapter Multip|
4. Microsoft LLDP Protocol Driver
<

Install... Uninstall
Description

Transmission Control Protocol/Intemet
wide area network protocol that provide|
across diverse interconnected networks

I

x

ect Secure Mobility . Ethernet 2
_ Unidentified network
= 4

ion

General

Internet Protocol Version 4 (TCP/IPv4) Properties

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
(O Obtain an IP address automatically
(@) Use the following IP address:
1P address:
Subnet mask:

Default gateway:

__191.168. 10 .30

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred ONS server: L. - - ]

Alternate DNS server: L. . .1

[Jvalidate settings upon exit Advanced...
[0 ]/ oo

/N Network trotmresroorer

x

L=

net Connection (13) I...

NOTE: The default password is: WelcomelZ23
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NOTE: The default password is: Welcomel123

8. Go to the Network Settings in the Gateway Settings section.
9. Assign the Ethl port with a static |P address for the Modbus connection.

10.Connect the Ethernet cable between the Ethl port of CLSS gateway and its LAN
device.

11.Find and click Modbus Settings in the Gateway Settings section.

HM}“I Canewary Configuratnon Toal

Gateway Configuration

MODEUS GATEWAY SETTING

v

Maodbus Sattings

MODE MAPPIMNG
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Ejemplo de configuracion de la red de trabajo para el puerto

oneywellGateway Configuration Tool LOGOUT

Gateway Configuration

Configure gateway hardware settings

. Enable DHCP Checl to enable DHCP
Gateway Settings
. IP Address 192.168.10.35
Panel List 2
) Subnet Mask 255.255.255.0
Network Settings
Default Gateway 192.168.10.1
Modbus Settings
Preferred DNS Server 8888
Alarm Transmission
Alternate DNS Server 8.8.4.4
CLSS Dialer
MAC Address 00:60:2d:0b:1e:7d
Diagnostic

Change Password

Status .
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Ejemplo de configuracion de la funcionalidad Modbus

Honeywell Gateway Configuration Tool

Gateway Configuration

Configure gateway hardware settings

Gateway Settings Enable Modbus Check to enable Modbus Functionality
Functionality

Panel List v
Authorized Client IP 0.0.0.0
Network Settings ) L
Gateway Unit ID 235
Modbus Settlngs Analog Value Timeout 15

Alarm Transmission

CLSS Dialer
NODE MAPPING
Diagnostic Show all nodes No
Change Password MNode Status Node ID Node Type Node Unit ID Monitoring
Online 2 NF52-640 2 No
Status
Offline 20 Unknown 20 Yes

About CANCEL ‘ SAVE
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Para hacer la lectura de los registros en Modbus del o los paneles debera conectarse al
puerto ETH1 fisicamente y utilizar alguna herramienta emulador de Modbus para
verificar la conexion, por favor referirse al manual del Gateway CLSS seccion 7 pagina 44
para verificar los registros necesarios para su integracion
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Lectura Modulo 4-20 mA

Alta de Modulo en panel ( esta informacidon depende donde se esta instalando el modulo, Lazo y direccidn) para este
ejemplo:

Direccion del Modulo en panel : Lazo 01 direccion 14 Table 7.10: Point Status Holding Register Device/Module Addresses
Start Address | End Address Address

Direccion del Modulo en registro Modbus : 40314 ‘ 00001 00300 D1 lios00

(tabla de mapeo en manual ) 400301 400600 L1M1-L1M300

CEMOWLED

MORE THFORMATI
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Tablas de estatus para lectura de registros (registro 40314)

Parte Alta de Registro

Table 7.9: Point Status Holding Register Bit Definitions

When individual upper byte bits are set to 1, the following definitions
apply:

Ack Block (Bit 15):All events on this point, other than fire alarm, are
acknowledged. Mot applicable for zones.

Prealarm (Bit 14): The point is in a prealarm state. Not applicable for
zones.

Trouble (Bit 13): The pointis in a trouble state. Not applicable forzones.
InActive (Bit 12): The point is not active.

Active (Bit 11): The point is active and there will be an active event type
inthe lower byte.

Enable (Bit 10): The point is enabled.

Disable (Bit 9): The point isdisabled.

Ack Fire Alarm (Bit 8): The fire alarm on this point is acknowledged. Not
applicable for zones.

R P [ U0 N U SN U SO

Ejemplo de lectura de
registro Modbus
(emulador Modbus)

Upper Byte Lower Byte
Bit
No 15 14 13 12 11 10 9 8 7T|6|5|4(3|2
Bit Ack Prealar Troubl . . Enabl | Disabl AFK
Block | m e InActive | Active o e Fire
Name Alarm

Active Event Code
(When Bit 11 is set
to 1, see 7.30"CLSS

Gateway Active Event

Code")

"I Modscas

= B

Parte baja del registro

Address:
Length: |15 03 HOLDING REGISTER -

Device Id:

MODBUS Point Type

Number of Polls: 3087
Valid Slave Responses: 3062

Reset Cirs

Modbus
Event Register
Value

Mo Active Status (see note) 00H
Mass Notification Alarm, High Priority O5H
Fire Alarm 10H
Security Alarm (Life) 11H
Critical Process Alarm (Life) 12H
Medical Emergency (Life) 13H
CO Alarm 14H
Mass Notification Alarm, Low Priority 15H
Security Alarm (Property) 20H
Critical Process (Property) 21H
Mass Notification Supervisory, High Priarity 25H
Supervisory Signal (Guard’s Tour) 30H
Supervisory Signal (Equipment) 40H
Mass Notification Supervisory, Low Priority 45H
Disabled Alarm (AFP2800 Panel Only) 52H
Disabled Active (AFP2800 Panel Only) 55H
Non-Fire Activation T1H
Mon-Fire Activation (no acknowledgment ~

required) fzH
CO Alarm & Fire Alarm EAH
CO Supervisory EBH
CO Supervisory & Photo Supervisory ECH
CO Supervisory & Fire Alarm EDH
CO Alarm & Photo Supervisory EEH
Device Not Present FFH

40300
40301
40302
40303
40304
40305
40308
40307
40308
40309
40310
40311
40312
40313
40314

<00FFH>
<O0FFH>
<0O0FFH>
<0DEFH>
<0O0FFH>
<00FFH>
<ODEFH>
<0O0FFH>
<0DEFH>
<0O0FFH>
<00EFFH>
<ODEFH>
<0O0FFH>
<O0EFFH>
<B400H>

Estatus + Event

1400H
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Ejemplo Lectura parte alta del registro (Estatus registro 40314 )

40300: <OOFFH>
40301: <O0OFFH> ' '
) Table 7.9: Point Status Holding Register Bit Definitions
40302: <O00FFH> ' us To7ding Tegister PR memn®
igggi : : ggggg; Upper Byte Lower Byte
ig%gg <ggggg> 3: 15 14 13 12 11 10 9 8 |7|e|5|a|3|2]|1]0
£ > ;
40307 <00FFH> | A
40303 0 < DDFFH> NBIt g‘l:;:k :_:ealar 'Ie'roubl InActive | Active eEnabl SlsabL Fire
40309: <O0OFFH> ame Alarm
40310: <OOFFH> - _ ) —
: When individual upper byte bits are set to 1, the following definitions
40311: <00FFH> e
: Ack Block (Bit 15):All events on this point, other than fire alarm, are
40312: <00FFH> it 15) o f
40313: <00FFH: acknowledged. Not applicable for zones. Active Event Code
40314: <1400H> Prealarm (Bit 14): The pointis in a prealarm state. Not applicable for (When Bit 11 is set
Zones. to 1, see 7.30'CLSS
Trouble (Bit 13): The pointis in a trouble state. Not applicable forzones. Gat‘:“‘l'l"a-‘ﬁ"’m:t-"*": Event
InActive (Bit 12): The point is not active. Coce.)
Active (Bit 11): The point is active and there will be an active event type
inthe lower byte.
Estatus + Event Enable (8it 10): The point is enabled.
Disable (Bit 9): The point isdisabled.
14OOH Ack Fire Alarm (Bit 8): The firealarm on this point is acknowledged. Not
applicable for zones.

o RN TRy IV | DN U T N [ O [ ) T UV TN SO IS B U I TS O U O T |
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Ejemplo Lectura parte Baja del registro (Estatus registro 40314 )

40300: <0OFFH>

40301: <O0OFFH> Modbus
40302: <O0OFFH> Event Register
Value
40303 Pos DDFFH> Mo Active Status (see note) 00H
40304: <O0O0FFH> o —— : —
ass Notification Alarm, High Priority 05H
40305 <OOFFH> Moz Mo —
40306: <O0OFFH> p—— _
ecurity Alarm (Life) 11H
40307: <00FFH> e, :
40303 . DDFFH} ritical Process Alarm (Life 12H
= Medical Emergency (Life) 13H
40309: <O0O0FFH> OALm Tan
igg%g S ggggg > Mass Notification Alarm, Low Priority 15H
B % Security Alarm (Property) 20H
40312: <00FFH> T -
ritical Process (Property) 21H
40313 . £ DDFFH> Mass Notification Supervisory, High Priority 25H
40314: <1400H> Supervisory Signal (Guard's Tour) 30H
Supervisory Signal (Equipment) 40H
Mass Notification Supervisory, Low Priority 45H
Disabled Alarm (AFP2800 Panel Only) 52H
Disabled Active (AFP2800 Panel Only) 55H
EStatUS + Event Non—Ffre Activatfon T1H
MNon-Fire Activation (no acknowledgment B
. T2H
required)
14OOH CO Alarm & Fire Alarm EAH
CO Supervisory EBH
CO Supervisory & Photo Supervisory ECH
CO Supervisory & Fire Alarm EDH
CO Alarm & Photo Supervisory EEH
Device Not Present FFH
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Activacion de diferentes tipos de eventos en los Thresholds (Estatus registro 40314 )

Threshold 1 Fil‘e-A|arm - OC].OH Table 7.30: Event Type Categories
_____,_ — Modbus
b o Event Register
"”““?ﬂlf‘ - Mo Active Status (see note) v;ﬂln:ﬂ
SRR
)“ il tass Motification Alarm, High Priority 05H
> Fire Alarm 10H
‘ Security Alarm (Life) 11H
Critical Process Alarm (Life) 12H
Medical Emergency (Life) 13H
CO Alarm 1é4H
Mass Motification Alarm, Low Priority 15H
Security Alarm (Property) 20H
Critical Process (Property) 21H
Mass MNotification Supervisory, High Priority 25H
Supervisory Signal (Guard's Tour) 30H
B4= B(ack block, trouble, inactive) 4(enable) Supervisory Signal (Equipment) 40H
Mass MNotification Supervisory, Low Priority 45H
—_ : Disabled Alarm (AFP2800 Panel Only) 52H
OC_ 0 (O) C(aCtlve’ enable) Disabled Active (AFP2800 Panel Only) 55H
. . Mon=Fire Activation T1H
OD: O(O) D (aCtlvel enable, aCk flre alarm) Mon-Fire Activation (no acknowledgment
required) T2H
14 — 1(inactive)’4 (enable) CO Alarm & Fire Alarm EAH
CO Supervisory EBH
. . CO Supervisory & Photo Supervisor ECH
D4= D(ack, prealarm,ma_ct!ye) 4(enable) = Supww:wimwfn ! —
= CO Alarm & Photo Supervisory EEH
Device Mot Present FFH




Honeywell | Connected Life Safety Services

Th reSh Old Z_S u pe rViSO ry = 0C40H Table 7.30: Event Type Categories
Modbus
Event Register
Value

Mo Active Status (see note) o0H

Mass Notification Alarm, High Priority 05H

Fire Alarm 10H

Security Alarm (Life) 11H

Critical Process Alarm (Life) 12H

Medical Emergency (Life) 13H

CO Alarm 14H

Mass Notification Alarm, Low Priority 15H

Security Alarm (Property) 20H

Critical Process (Property) Z1H

Mass Notification Supervisory, High Priority 28H

Supervisory Signal (Guard's Tour) 30H

Supervisory Signal (Equipment) 40H

' - - 7 Mass Notification Supervisory, Low Priority 45H
B4= B(ack block, trouble, inactive) 4(enable) Disabled Alarm (AFP2800 Panel Only) 52H
Disabled Active (AFP2800 Panel Only) 55H

Mon-Fire Activation T1H

0C= 0 (0) C(active, enable)

Mon-Fire Activation (no acknowledgment

required) 2K
0D= 0(0) D (active, enable, ack fire alarm) Py = reee o
CO Supervisory EBH
14 = 1(inactiVE),4 (enable) CO Supervisory & Photo Supervisory ECH
CO Supervisory & Fire Alarm ECH

D4= D(ack, prealarm,inactive) 4(enable) CO Alarm & Photo Supervisory EEH

Device Mot Present EEH
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Threshold 3_Pre- Alarma = D400H

- T SRS e TR A 0 R R TN

B4= B(ack block, trouble, inactive) 4(enable)
0C= 0 (0) C(active, enable)

0D= 0(0) D (active, enable, ack fire alarm)

14 = 1(inactive),4 (enable)

D4=

D(ack, prealarm,inactive) 4(enable)

Table 7.30: Event Type Categories

Modbus
Event Register
Value

Mo Active Status (see note) o0H
Mass Maotification Alarm, High Priority 05H
Fire Alarm 10OH
Security Alarm (Life) 11H
Critical Process Alarm (Life) 12H
Medical Emergency (Life) 13H
CO Alarm LK
Mass Motification Alarm. Low Priority 1L5H
Security Alarm (Property) 20H
Critical Process (Property) Z1H
Mass Motification Supervisory, High Priority 25H
Supervisory Signal (Guard's Tour) 30H
Supervisory Signal (Equipment) 40H
Mass MNotification Supervisory, Low Priority 45H
Disabled Alarm (AFPZ800 Panel Only) 52H
Disabled Active (AFP2800 Panel Only) 55H
Mon-Fire Activation T1H
Ncn?Fir‘e Activation (no acknowledgment 794
requirad)

CO Alarm & Fire Alarm EAH
CO Supervisory EBH
CO Supervisory & Photo Supervisory ECH
CO Supervisory & Fire Alarm EDH
CO Alarm & Photo Supervisory EEH
Device Mot Present FFH
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Threshold 1_Fire-Alarm =

O0C10H

Threshold 2_Supervisory = 0C40H

Threshold 3_Pre- Alarma

D400H

Escalando las senales

80%
50%

20%

El registro cambia segun
la activacion Configurada
y es asi como podemos
saber en que punto
nuestra seinal analoga se
encuentra dentro de un
rango.
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Configuraciones importantes después de la activacion
Una vez que este licenciado el Gateway, ir a site manager en el menu Manage Access/ Feature/ Gateway/ Renewal y en |a
opcion de “Auto renewal” apagar la opcion, debe quedar en gris el switch. Esto permite tener el control de si gueremos o no
renovar los servicios cloud del CLSS Gateway, ya que en este proceso de licenciamiento hicimos la activacion del Gateway.

Honeywell | Connected Life Safety Services

Honeywell LAR ~/ a [} @ D (@) Jora=
View and manage your Subscriptions and Features..

Manage Access

Subscriptions Features

Panel Available Subscriptions Usage History Renewal

ctati CUSTOMER OWNERSHIP CODE SUBSCRIPTION FEATURES EXPIRY RATE AUTO RENEWAL
Workstation

Gateway Mexico Site 3,Mexico Site 3 Site OC: 3af2d4385c27 Connected Gateway (Silver) 0 20 Sep 2024 1500 Tokens

Ademas, quitar toda conexion de internet al Gateway, si es por cable; desconectar el Cable, si es por medio de Wifi pueden
Apagar la opcion wifi desde “Gateway configuration” para que no se pueda conectar o directamente desde el menu de
configuracion en Network settings, quitar la opcidon de conexion de internet Wifi. En ambos casos apliquen los cambios para

guardar, ya que si el Gateway esta conectado a internet y envia alarmas a Site manager se encendera automaticamente la
opcion de “ auto renewal” y podra generar un cobro el siguiente afio.

Gateway Configuration

WLAN SETTINGS
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Gracias
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